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Presentation 
Nuclear Security 
Prevention 
Detection 
Response 
… to theft, sabotage, unauthorized access, illegal 
transfer or other malicious acts involving 
nuclear material, other radioactive substances 
or their associated facilities. 
Nuclear Security Context 
The possibility that nuclear  
or other radioactive material  
could be used for malicious  
purposes is real. 
 
  
A global threat demands  
a global response. 
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What is the Threat? 
 
• Theft of nuclear weapon 
 
• Theft of nuclear material to 
make improvised nuclear 
explosive device IND 
 
• Theft of other radioactive 
material for RDD or RED 
 
• Sabotage of facility or 
transport 
Potential Targets 
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With material and interest, there is risk.  
Terrorists will find and exploit the weakest link in any security system. 
The nuclear sector is vast and its 
applications many. 
 
-worldwide more than 430 nuclear 
power reactors, more than 250 
nuclear research reactors and 
more than 200 fuel cycle facilities 
 
-hundreds of thousands of 
Category 1 radioactive sources 
 
-more than 177,000 significant 
quantities of nuclear material 
under IAEA safeguards* 
7 
What are the Materials? 
Nuclear materials 
(uranium, plutonium and 
thorium in different 
forms) 
 
Radioactive sources 
 
Radioactively 
contaminated materials 
 
Nuclear and Radiological Applications  
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Examples of Undesired Consequences 
• Loss of Life/Severe Injury 
• Nuclear detonation 
• Radiation exposure 
• Radioactive material inhalation/ingestion 
• Environmental Damage/ Relocation/ 
• Radioactive contamination 
• Political Upheaval 
• Loss of public confidence 
• Economic Loss 
• Costs from damage to persons, property, 
infrastructure and/or environment 
 
The Role of the IAEA 
Security is a national responsibility 
 
 
• IAEA supports States their efforts to  
establish and maintain effective nuclear  
security 
 
• Establish and/or facilitate adherence  
to implementation of international legal  
instruments related to nuclear security 
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Nuclear Security Plan 2010—2013 
Objective: 
 Contribute to global efforts to achieve worldwide, effective 
security wherever nuclear or other radioactive material is in use, 
storage and/or transport, and of associated facilities, by 
supporting States, upon request, in their efforts to establish and 
maintain effective nuclear security through assistance in capacity 
building, guidance, human resource development, sustainability 
and risk reduction. 
IAEA Nuclear Security Series  
• Fundamentals    (PRINCIPLES) 
• Objectives and principles 
• Basis for Nuclear Security Recommendations 
• Essentials from international instruments 
• Recommendations (WHAT) 
• General approaches, actions, concepts and strategies 
• Applications of Fundamentals 
• Implementing Guides (HOW) 
• Broad guides on how Recommendations to be applied 
• Ways and means for how Recommendations implemented 
at systems level 
• Technical Guidance  
• Reference Manuals, Training Guides, Service Guides 
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Assists a State implement obligations contained in 
international legal instruments relevant to nuclear security: 
http://www-pub.iaea.org/MTCD/publications 
Four elements of the Plan 
• Needs assessment, information collation and 
analysis 
• Contributing to the enhancement of a global 
nuclear security framework 
• Providing nuclear security services 
• Risk reduction and security improvement 
Resources: A minimum requested for a serious programme: 
€23.1m/year 
Mechanisms established to take on a substantive, higher 
value programme 
Information Exchange & Analysis 
Incident and Trafficking Database 
• Established in 1995 
• Facilitates the exchange of authoritative 
information 
• Unique network of Points of Contact (POC) 
connecting 120 participating States 
• Information collected from official sources 
supplemented by open-source reports 
• States have reported — or otherwise 
confirmed to the ITDB — 2317 incidents 
since 1995 
• In 2012, 146 incidents reported, including 2 
incidents involving HEU in scrap 
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Guidelines Development 
http://www-pub.iaea.org/MTCD/publications/ResultsPage.asp 
 
Research & Development 
1. Identification of High Confidence 
Nuclear Forensics Signatures for the 
Development of National Nuclear 
Forensics Libraries 
2. Nuclear Security Assessment 
Methodologies (NUSAM) for 
Regulated Facilities 
 
 
Research Projects 
Advisory Services to Assess Needs 
• Nuclear Security Advisory Services  
• INSServ - International Nuclear Security Advisory Service 
 
• IPPAS - International Physical Protection Advisory Service 
 
 
• Other Services 
• IRRS – Integrated Regulatory Review Service  
 
• ISSAS - IAEA State System of  
 Accounting for and Control of Nuclear Material Advisory Service 
Human Resource Development 
Education 
• Educational 
Programme in Nuclear 
Security 
 
 
 
        
Training 
• General Training 
• Specialized Training 
• Training of Trainer 
• On-the-Job Training 
• Fellow-ships 
• Technical Visit 
 
 
 
Upgrades of Technical Capabilities 
 
• Physical protection & accountancy & control 
upgrades 
• Detection and response equipment at border 
crossing and venues 
Major Public Events 
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• With a large number of 
participants and spectators, 
the scale of major public 
events (MPEs) makes them a 
vulnerable target 
 
• The IAEA assists States in 
planning, training, and 
equipping themselves to 
address this reality 
 
• Guards, guns and gates are 
no longer enough 
 
IAEA support provided to: 
Olympic Games (Greece, China) 
Football World Cup (Germany, South Africa) 
Pan American Games (Brazil, Mexico) 
South American Games (Colombia) 
UEFA Cup (Poland, Ukraine) 
Africa Cup of Nations (Gabon) 
• A State undertaking or proposing to undertake activities 
with nuclear material and other radioactive material, 
associated facilities and associated activities must 
establishment or improve its nuclear security 
infrastructure. 
• A State must address nuclear and other radioactive 
material and associated activities and facilities that are 
under regulatory control as well as nuclear and other 
radioactive material that becomes out of regulatory control  
• Effective nuclear security infrastructure should ensure 
protection of people, society and the environment from 
any adverse consequence that may arise from a nuclear 
security event.  
Nuclear Security Infrastructure  
22 

Nuclear Security Coordination within a State 
Coordinating  
Body or  
Mechanism 
Governmental  
Policy  
Authorities 
Military 
 Forces 
Customs 
Intelligence 
 Services 
Legislative 
 Authorities 
Police Border 
 Guards 
Regulators 
Civil 
 Defence 
Emergency 
Services 
Judiciary 
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Nuclear Security Systems and Measures 
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LEGISLATION  POLICY ORGANIZATION 
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Prevention Detection Response 
International Legal Framework for Nuclear Security 
• Convention on the 
Physical Protection of 
Nuclear Material & 
Amendment 
• Safeguards agreements 
and Additional Protocols 
• Convention on the 
Suppression of Acts of 
Nuclear Terrorism  
• Security Council resolution 
1540 
• Security Council resolution 
1373 
 
• Code of Conduct on the 
Safety and Security of 
Radioactive Sources 
 
 
 
Legally binding: Legally non binding: 
International Legal Framework for Nuclear Security (II) 
General principles 
 
• Responsibility for nuclear security rests entirely  with 
each State. 
• No single international legal instrument addresses 
nuclear security in a comprehensive manner. 
• The legal foundation for nuclear security comprises a 
number of international instruments and recognized 
principles that are implemented by national authorities 
through national laws.  
• Harmonized national nuclear security regimes can 
contribute to more effective nuclear security at the 
international level- global threat requiring a global 
response. 
 
 
Global Response- Legal Instruments  
• Adherence to legally binding instruments and political 
commitment to non-binding instruments are important ways 
in which States may signify their commitment to an effective 
global response.  
• Many of these international legal instruments refer explicitly 
to or imply international cooperation and assistance 
between States in key areas of nuclear security  
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Components of the legal framework 
• Binding international legal instruments 
• Under IAEA auspices 
• Under UN auspices 
 
• Non-binding international legal instruments 
• IAEA Codes of Conduct  
 
• International guidance 
• IAEA Nuclear Security Series 
 
• Implementation 
• National legislation 
• National regulations 
 
 
Statute 
IAEA’s Nuclear Security 
Mandate & Functions 
Int’l Instruments 
Policymaking 
Organs 
Functions Party Board of 
Governors 
General 
Conference 
Depositary 
Objective Functions Recognised 
Role 
...of the...  
IAEA  
CPPNM 
CPPNM 
Amendment 
Early 
Notification 
& 
Assistance 
Conventions 
INFCIRC/2
25/Rev.5 
Rad. 
Sources 
Code of 
Conduct 
and 
Import/ 
Export 
Guidance 
BINDING  
INSTRUMENTS 
NON-BINDING 
INSTRUMENTS 
International Legal Framework for Nuclear Security:  
Binding and non-binding instruments 
IAEA non-binding Nuclear Security related legal 
instruments 
IAEA Nuclear Security Series: 
• Nuclear Security Fundamentals, 
Nuclear Security Series No 20  
• Nuclear Security Recommendations on 
Physical Protection of Nuclear Material 
and Nuclear Facilities, IAEA Nuclear 
Security Series No 13 
(INFCIRC/225/Rev.5) 
• Nuclear Security Recommendations on 
Radioactive Material and Associated 
Facilities, IAEA Nuclear Security Series 
No 14 
• Nuclear Security Recommendations on 
Nuclear and Other Radioactive Material 
Out of Regulatory Control, IAEA Nuclear 
Security Series No 15 
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Safety and Security Interactions 
• Regulatory  framework 
• Management systems 
• Technical systems and measures 
• Non-technical systems and 
measures 
• Response to events 
Nuclear Security 
Programme 
Nuclear 
Safety 
Programme • Criminal/Unauthorized 
acts 
• Threat based approach 
• Confidentiality 
 
• Intrinsic to activity 
 
• Probabilistic analysis 
• Transparency 
Nuclear Security and Nuclear Safety 
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• Nuclear security and nuclear safety have the 
common aim of protecting  
• Persons,  
• Property,  
• Society, and  
• Environment.  
• Security measures and safety measures must be 
designed and implemented in an integrated manner 
such that  
• Security measures do not compromise safety  
• Safety measures do not compromise security, and   
• To develop harmony between these two areas. 
 
Summary 
• Nuclear security compromises the prevention, 
detection  and response of malicious acts involving 
nuclear material, other radioactive substances or 
their associated facilities 
Nuclear Security 
• The threat is global 
• Therefore, the biggest risk is posed by 
 
• The state that does not recognize the threat of nuclear 
terrorism 
• The state that does not take any preventive action 
• The state that is complacent 
 
 
Summary (II) 
• The responsibility for nuclear security lies within each 
State 
• The international legal framework for nuclear security 
provide international standards for national nuclear 
security infrastructure  
• Nuclear security and nuclear safety have in common the 
objective of protecting people, property and environment 
• Nuclear security relates to intentional harmful use of 
nuclear/radiological material and facilities, whereas 
nuclear safety relates to harmful effects of 
nuclear/radiological material and facility itself 
• The IAEA works to strengthen a global response to a 
global threat 
 
For further information please visit our website: 
http://www-ns.iaea.org/security/ 
 
 
